NZ Customs(TSW) Security Changes
Currently Vanguard is sending OUT and ICR messages to NZ Customs using SOAP connectivity via HTTP. We have received the below security changes in the SOAP Outbound Security service.
TSW Update : Security Review
1. Add Expiry to the Timestamp element to the WS-Security header on all SOAP requests (Submit Lodgement and Request Response) – the timestamp is present, but it is missing the Expiry element
1. Include the Timestamp element in the message signature – both body (as per your current requests) and timestamp (new) are to be signed
1. Change the way the Message Signing certificate is declared – currently declared using an x509Data element, however certificate needs to be declared using either a BinarySecurityToken or KeyIdentifier

 Attached sample request with the above changes from customs


Changes have been done in VLS_Outbound_Submit_WS_Lodgement_NZ.bp. 
We have achieved point #1 & #3 in SBI and could not able to achieve the 2nd point.
Point #1  
Add Expiry to the Timestamp element to the WS-Security header on all SOAP requests (Submit Lodgement and Request Response) – the timestamp is present, but it is missing the Expiry element
By providing the value for TIME_TO_LIVE we could able to achieve expiry element in the Timestamp. 
[image: ]
Point #3
Change the way the Message Signing certificate is declared – currently declared using an x509Data element, however certificate needs to be declared using either a BinarySecurityToken or KeyIdentifier.
Changed the SIGNING_KEY_IDENTIFIER_TYPE as Binary Token 
[image: ]
Attached sample request with the above two changes from SBI pre-prod.














[bookmark: _GoBack]For Point #2, we could not able to achieve the Timestamp element in the Message signature as highlighted below.  
Also currently DigestMethod Algorithm is generated as sha1 instead of sha256.
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<?xml version="1.0"?>
- <soapenv:Envelope xmins:v1="http://customs.govt.nz/jbms/msggate/reqresp/v1" xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">
- <soapenv:Header>
- <wsse:Security xmins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-
wss-wssecurity-secext-1.0.xsd" soapenv:mustUnderstand="1">
- <wsu:Timestamp wsu:Id="TS-037E78514E9B9132CB16817563559151">
<wsu:Created>2023-04-17T18:32:35.913Z</wsu:Created>
<wsu:Expires>2023-04-17T19:32:35.913Z</wsu:Expires>
</wsu:Timestamp>
- <ds:Signature Id="SIG-037E78514E9B9132CB16817563559695" xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
- <ds:SignedInfo>
- <ds:CanonicalizationMethod Algorithm
<ec:InclusiveNamespaces xmins:e
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http: 2001/04/xmlidsig-mores#rsa-sha256"/>
[ J<ds:Reference URI="#TS-037E78514E9B9132CB16817563559151">]

ttp:/ /www.w3.0rg/2001/10/xml-exc-c14n#">
http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="soapenv v1"/>

- <ds:Reference URI="#id-8">
- <ds:Transforms>
- <ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<ec:InclusiveNamespaces xmins:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="v1"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue >FgY1X9PrjCjYjKCl+1XT5zBvMeW2bdQRuIPWFYsIL+I=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>y+m/AsRDtW3qZIMaf6MRut/8ZT5bthg3K6kdE6S3IEKIN20a83UYy41qk/Prwx8wDsZ0X4/FvDIW
2XhyAO7TImqXMk7/ZE8fxMC8KI++ucOe8adSk6V/uwqKV5BOXqORNYWFDL/gJxI+/E113f6Wa0ON
1d5eRTfK3pUHVMOm2KiWR37UKEzbMIgaCp3suadYTItYiEeE7qrliZfRxToPtyx30d4pDYxg/yxl
FTVWWLCWzrXgVrVpNTrw1YIB8kIQg+emmm1q8SiqHs8aQ5SENudEVWSTir59g/46yUThTbuOjC1tOy MtvkvUqUYvDhAsHt2jiHkVbG3i20nQADfafHbw:
- <ds:KeylInfo Id="KI-037E78514E9B9132CB16817563559583">
- <wsse:SecurityTokenReference wsu:1d="STR-037E78514E9B9132CB16817563559614" >
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/2004/01/ oasis-200401-wss-x509-token-profile-1.0#X509v3" EncodingType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-soap-message-
security-1.0#Base64Binary">MIIFDzCCA/egIBAgIJAJx/ARVTw3rhMAOGCSqGSIb3DQEBCWUAMIMQsWCQYDVQQGEWIOWSEVMBMGA1UECBMMTm9ydGggSXNsYWSkMRMWEQY ¥

< >
o o s
H AP Type here to search E ) NG 0o B

=</ds:SignatureValue>





image1.emf
Example_SignedTime stamp.xml


Example_SignedTimestamp.xml
 
     
         
             
                 2023-04-17T18:32:35.913Z
                 2023-04-17T19:32:35.913Z
            
             
                 
                     
                         
                    
                     
                     
                         
                             
                                 
                            
                        
                         
                         RT9W+s7Az1OGWC0IYdQzvd5WjuCrQaC+SWFGjyi9JRc=
                    
                     
                         
                             
                                 
                            
                        
                         
                         FgY1X9PrjCjYjKCl+1XT5zBvMeW2bdQRuJPWfYsJL+I=
                    
                
                 y+m/AsRDtW3qZlMaf6MRut/8ZT5bthg3K6kdE6S3JEkIh2Oa83UYy41qk/Prwx8wDsZ0X4/FvDIW
 2XhyAO7TlmqXMk7/ZE8fxMC8Kl++ucOe8adSk6V/uwqKV5BOXq0RNYWFDL/gJxI+/E1lJf6Wa0ON
 ld5eRTfK3pUHvM9m2KiWR37UKEzbMlgaCp3suadYTltYiEeE7qrliZfRxToPtyx3Od4pDYxg/yxl
 jTvVLCwzrXgVrVpNTrw1YIB8kJQg+emmm1q8SiqHs8aQ5ENudEVW5Tir59g/46yUIhTbuOjC1tOy
 MtvkvUqUYvDhAsHt2jiHkVbG3i2OnQADfqfHbw==
                 
                     
                         
                    
                
            
        
    
     
         
             TSWTEST
             706131
        
    



image2.png
£ 2>

File System Adapter ReplaceText

BEV S0AOutboundSecurtt

Assion yService

S0A Outhound

Message Processing

Service

[~

Sequence Start

o >
HTTP Client Begin HTTP Client POST HTTP Cliert End
Session Service service Session Senvice

ey

OnFaut Group

‘Service Editor-SOAOutboundSeaurityService.

Name Vave Use xPATH? Append?
L1 L1

LC [m] [ml
[INSERT_MUSTUNDERSTAND. True 0 0
[INSERT_TIVE STAVPS True 0 0
[INSERT_USER_NAVE TOKEN 0 0
KEY_EncoDING ALGO. Rsaoer 0 0
ISECURITY_HEADER_ACTOR 0 0
ISIGNATLRE ENCRYPTION_ORDER fSion First 0 0
ISIGNING_ALGO ISHAZSGNTRSA 0 0
ISIGNING_CERTIFICATE f(ProcessData/Gobal Varables ENV iext( =TST, 105038 18886b0ba8node ' 352... =l 0
ISTGNING.KEY_TDBNTIFIER TYPE BiaryToken ] ]
[ml [ml

[ml [ml

(ml (ml





image3.png
I G g
Sequence Start HTTP Clent Begin HITP Client POST HTTP Clert End
ySenice Session Service Service Session Senvice

504 Outbound
Message Processing
Senice

! BEV S0AOutboundSecurtt

File System Adapter ReplaceText Assign

ey

OnFaut Group

‘Service Editor-SOAOutboundSeaurityService.

Config. [SOAOutboundsecurityService_Instance

Message To Service | Message From Service.

OutputMsg |Obtain Process Data frst, then Messages

Message Name | SOAOUtboundSecurityServicelnputiessage

Valve. Use XPATH? Apend?

firue

fTrue.

==

[Sian First

ISHAZSEWITRSA

I o o o o e e
I o o o o o o e





