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Description automatically generated]Header

The application test.onboard.b2b.dsv.com is vulnerable to an unrestricted file upload on the path /dsv/partner/module/fileManagement/ in the parameter file. Through this vulnerability it is possible to upload a windows executable file that that could have malicious behaviour.
Request uploading the file:
 [image: ]

 
Downloading the file:
 
[image: ]
 
[image: ]
 
Recommendations:
· Use a whitelist approach to validate the file extension and name on the server side;
· Remove execution permissions on the directory where the upload is done.
References:
· OWASP Unrestricted File Upload - https://ref.keepitsecure24.com/owasp-Unrestricted-File-Upload
· OWASP File Upload Cheat Sheet - https://ref.keepitsecure24.com/File-Upload-Cheat-Sheet
· WSTG - Test Upload of Malicious Files - https://ref.keepitsecure24.com/WSTG-BUSL-09
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Request Response
Raw  Hex v B wn = Raw_ Hex L
1 GET 1 HTTP/1.1 200 0K
/dsv/partner/module/fileManagement/_svc 2 X-XSS-Protection: 1; mode=block
/download/3 HTTP/1.1 3 X-Content-Type-Options: nosniff
2 Host: test.onboard.b2b.dsv.com 4 X-Frame-Options: SAMEORIGIN
3 Cookie: APGSID= 5 |Content-Security-Policy: font-src 'self' * data:;img-src 'self’ http://ibm.com https://*.kampyle.com/

00000 MBV1XUOXINXTuX6AGE2eZ :b8a9a28d-64
5-4078-8561-8CC670325933;
DSV_PEM_COOKIE=
FEFFFFFf92d2a39a45525d5F4F58455e445adad
2f33b; refresh_token=
eyJ0eXA101JKVIQiLCInDGCi01 ) TUZIINIJ9. ey
JTCGIUC29ySUQL0112ZhhN2VIMS11ZWMWL TRhZ
jgLODBIMi@WODJAN2MLYZMINTGLCIVC2VySUQL
01JmZDUSNNKN11iNZUOLTQyMDCYWIWYi05Z])
10TQUMZESYTkiLCJpc3Mi0iJQRULFUKVGUKVTSE
9JUINVRVIALCJQYXJObmVYSUQL0iT4ZDVKN]UxXM
SINMTEXLTRMMDGEY jAWYS@1ZMANDKXMGYwMMY i
LCJ1eHAL0jE20DK4MTCyNTESTk1zU3Bvbnivcil
6ZnFsc2UsInB1bSlocy1pZCI6IIqTUI2MVhIT3

://* . coremetrics.com/ https://*.s-bluemix.net/ https://*.optimizely.com https://*.crwdcntrl.net/
://* . segment.com/ https://*.intercom.io/ https://*.intercomcdn.com/ https://*.tiqcdn.com/

/1% .wwm. sB1c..com/ https://*.mathtag.com/ https://*.cloudfront.net/ https://*.cmcore.com/
/1*.abmr.net/is/ https://*.alexametrics.com/ https://*.truste.com/ https://*.trustarc.com/
://*.ibm.com data: ;script-sTc 'self' 'unsafe-eval’ unsafe-inline’ https://*.kampyle.com/
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+//*.ibm. com;child-src 'self' https://*.kampyle.com/ https://*.coremetrics.com/
://*.s-bluemix.net/ https://*.optimizely.com https://*.crwdcntrl.net/ https://*.segment.com/
://*.intercom.io/ https://*.intercomcdn.com/ https://*.tiqcdn.com/ https://*.www.s8lc.com/

+//* mathtag.com/ https://*.cloudfront.net/ https://*.cmcore.com/ https://*.abmr.net/is/

://* alexametrics.com/ https://*.truste.com/ https://*.trustarc.com/ https://*.ibm.com

hsT1hUdXg2YUdFMmVaTne . fHa-KXUACKnjMrCoa 6 |Cache-Control: no-cache, no-store, must-revalidate
CLAWFQQDAMK fpJ1dTPDESYiqfU 7 no-cache

4|User-Agent: Mozilla/5.0 (X11; Linux 8 -
x86_64; 1v:102.0) Gecko/20100101 9[content-Disposition: attachment; filename="whoami.\e\x\e"
Firefox/102.0 10 [content-Type: application/x-ms-dos-executable

5 Accept: 11 Content-Language: en-US
text/html,application/xhtml+xml,applica | 12 Date: Wed, 19 Jul 2023 14:10:32 GNT
tion/xml;q=0.9,image/avif,inage/webp,*/ | 13 Strict-Transport-Security: max-age=31536600

*;q=0.8 14 Strict-Transport-Security: max-age=157680000
6 Accept-Language: en-US,en;q=0.5 15 Content-Length: 66560
7 Accept-Encoding: gzip, deflate 16
8 Referer: 17 Mz§jy,@0° " 11 Lf1This program cannot be run in DOS mode
https://test.onboard.b2b.dsv.com/dsv/pa | 18 $a6+CY¥RY¥RYRYPRii‘T R¥RaRUARMO-RRich¥RPELY%aF8 UahB ,€D°56<q<ABaTA. text.th
rtner/module/fileManagement *.datad<€*n@A. TsTCPA@ERThIIT° TETPIOTPTSSSFsXsjszsss®s, sisPsasosttotFt tztt-tAtOtatotuu(usuDURUAUtULL UL
9 Upgrade-Insecure-Requests: 1 I{uUuiubu\/‘/zBFB]‘/:BFBL]‘/:BFBDLE?HELPSIDLDGDNIDPRIVGRDUPSUSERNDVERBDSEALLWHDAMI [/option] [/option]

10 Sec-Fetch-Dest: iframe 19
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Raw JSON Web Tokens
POST /dsv/partner/module/fileManagement/?page=PAGE207740254C id=FILE_UPLOAD20778666 HTTP/1.1
Host: test.onboard.b2b.dsv.com

Cookie: APGSID=00000jMBV1XUOXINXTUX6aGE2eZ : h8ada28d-64f5-4078-8561-8CC670325933; DSV_PEM_COOKIE=
FFFFFFf92d2a39a45525d5F458455e445a4a4233b; refresh_token=

ey JOeXA101 JKV1QiLCIhbGCi01 JTUZTIN J9. ey TCGOUC29ySUQi01 122 jhhN2VmMS11ZHMwL TRNZ JgtODBIMI@WOD JhN2M1YZMINTGiLC V2
VySUQi01 JmZDUSNNKNi 11NZURLTQyMDC tYWIWY1@57] J10TQuMZESYTKiLCIpc3Mi0i JQRULFUKVGUKVTSFIJUINVRVIALCIQYXJ@bnVySUQi0
1T4ZDVKN] UXMS 1hMTEXLTRIMDGEY jAWYS01Z JHANDKXMGY WYL C J1eHA10jE20DKAMTCyNTES TK12U3BvbniNvciT6ZmF sc2UsTnB1bS1ocy1p
ZCT6IM9qTUI2ZMVh1T3hST1hUdXg2YUdFMMVaTn@ . FHA-KXUACKnjMICoaClAWFQQDANK fpJ1dTpDESYiqfu

User-Agent: Mozilla/5.@ (X11; Linux x86_64; Tv:102.0) Gecko/20100101 Firefox/102.0

Accept: */*

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
X-Csrf-Protection: 1

Content-Type: multipart/forn-data; boundary:
Content-Length: 66808

origin: https://test.onboard.b2b.dsv.com
Referer: https://test.onboard.b2b.dsv.con/dsv/partner/module/fileManagement
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Te: trailers

Connection: close

Hex

--356094237432799628913645658730

356094237432799628913645658730
Content-Disposition: form-data; name="file[]"; filename="whoami.\e\x\e"
Content-Type: application/x-ms-dos-executable

Mzjjj,@0°  f1 Li1This program cannot be run in DOS mode.

$46+CYRYRYRYPRU T RYBARUSRMO-BRichY¥RPEL%OFS UahB ,€D°5E<q<ADATO. text.fh

*.datad<€*n@A. TsTcPA@ERThIIT° TETPIOTPTSSSFsXsjszsss®s, sisPsasosttotFt tztt-tAtOtatotuu(usubuRuAUtuuL | ufukuluiup
UVHoF8] %oF 8i%oF 8DU17HEL PSTDLOGONIDPRIVGROUPSUSERNOVERBOSEALLWHOAMT [/option] [/option]

where /option is one of the following:

JALL
INOVERROSE

= Display all information in the current access token.
NDienlav minimal information *

Response

Raw

Hex  Render

1 HTTP/1.1 201 Created

2 X-XSS-Protection: 1; mode=block

3 X-Content-Type-Options: nosniff

4 X-Frame-Options: SAMEORIGIN

5 Content-Security-Policy: font-src 'self’ * dat:

https

https:

https
https
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https:
https:
https:
https:
https:
https:
https:
https:

https

©wo

://*.coremetrics.com/ https://*.s-bluemix.
/1% .segment..com/ https://*.intercom.io/ |
/1% .wwm. sB1c. com/ https
/1%*.abmr.net/is/ https://*.alexametrics.c
/1*.1bm.com dat
/1% .coremetrics.com/ https://*.s-bluemix.
/1% .segment..com/ https://*.intercom.io/ |
/1% .wwm. s81c..com/ https://*.mathtag.com/
/1%*.abmr.net/is/ https://*.alexametrics.c
/1*.1bm. com;child-sTc "self https://*.k:
/1% .optimizely.com https://*.crwdcntrl. ne
/1% .intercomcdn. com/ https://*.tiqcdn. con
/1* .cloudfront.net/ https://*.cmcore. com,
1//*.truste.com/ https://*.trustarc.com/ |
Cache-Control: no-cache, no-store, must-revalic
Pragma:
Expire:
Content-Language: en-US

/* .mathtag. con/

+;script-sxc ‘self' “uns:

no-cache
-

10 Date: Wed, 19 Jul 2023 14:10:09 GNT
11 strict-Transport-Security: max-age=31536000
12 strict-Transport-Security: max-age=157680000
13 Content-Length: 17

15[oK

16{whoami.\e\x\e
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